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Your company uses Azure AD Identity Protection.
You plan to review several Risky sign-in reports.

What is the maximum number of days you can review in the report?

7 days

() 30 days

(® 90 days

() 180 days
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‘Your company uses Azure AD Identity protection.

Your plan to create the following administrators:

* AdminT will be assigned the Global administrator role

* Admin2 will be assigned the Security administrator role

« Admin3 will be assigned the Security reader role
« Admind will be assigned the User administrator role

‘What administrators will receive Users at risk detection alerts from Azure AD Identity protection?

Admin1 only
(® Admin1, Admin2 and Admin3 only

‘Admin1, Admin2 and Admin4 only

‘Admin1, Admin2, Admin3 and Admin4
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YYou have an Azure AD Premium P2 tenant that contains the following identitic

« 20 users
« 10 security groups
« 5 Microsoft 365 groups

You plan to implement Azure AD Identity Protection.

What is the maximum number of user risk policies that you can configure?
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You have an Azure AD Premium P2 tenant.
You plan to use continuous access evaluation (CAE).
You need to ensure that CAE has insight into a user location.

What should you configure?

MFA trusted IPs

(®) IP-based named locations
Country-based named locations

State or province and Office location user properties
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YYou have an Azure subscription that contains the following virtual machines:

« VM1, which has a system assigned managed identity.
« VM2, which has a user assigned managed identity.

« VM3, which has a system assigned managed identity and a user assigned managed identity.
« VM4, which does NOT have assigned managed identity.

You plan to run an app named AppT in virtual machine.

From which virtual machine or virtual machines can App1 acquire an access token?

(® VM1 and VM3 only
VM2 and VM3 only
VM, VM2 and VM3 only

VM1, VM2, VM3 and VM4
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You have an Azure virtual machine named VM1.
You plan to assign a managed identity to VM.

Which managed identities can you assign to VM1?

one system assigned managed identities and one user assigned managed identities

multiple system assigned managed identities and one user assigned managed identity

(® one system assigned managed identity and multiple user assigned managed identities

multiple system assigned managed identities and multiple user assigned managed identities
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You have an Azure virtual machine named VM1.
You plan to assign an identity to VM1.

What resource will automatically be created in Azure AD when you assign the identity?

a User account.

a service identity

a managed identit
9 ity

a security group
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You have an Azure subscription that contains a resource group named RG1.
You create a user named Admin1.

You need to delegate the appropriate permissions to Admin1 to manage security on RG1. The solution must use the principle of
least privilege.

What role should you assign to Admin1?

Owner

Contributor

Reader

(®) User Access Administrator
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You have an Azure subscription named Sub1.

You create a new Azure role named Role1 by cloning the Contributor role and adding the “Microsoft.Compute/*/write” to the
NotActions section.

A user named Admin1 plans to create the following resources:

* Avirtual machine named VM1
* A bastion host named Bastion1
* A container named Container1

You assign Role1 to Admin for Sub1.

‘Which resource or resources can Admin1 create in Sub1?

Bastion1 only

(® Container1 only

Bastion1 and Container only

VM1, Bastion1 and Container1
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You have an Azure subscription that contains the following custom roles:

« Role1: custom Azure role
« Role2: custom Azure AD role

You plan to create a custom Azure role named Role3 by using the Azure portal.

What two roles can you clone to create Role3? Each correct answer presents a complete solution.

M rolet
[] Role2
2 Built in Azure roles

[ Built in Azure AD roles
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You have an Azure subscription named Sub1 that contains a virtual machine named VM in a resource group named RG1.
You assign the following permissions:

« Reader role to a user named User1 on Sub1
« Owner role to a user named User2 on RG1

« Reader role to a user named User3 on VM1
« Owner role to a user named User4 on VM1

Another administrator named Admin1 plans to reduce the permissions on VM.

From VM1, which two permissions can be removed by Admin1? Each correct answer presents part of the solution.

[ Permissions assigned to User1
[ Permissions assigned to User2
[ Permissions assigned to User3

[] Permissions assigned to User4
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Your company purchase a Microsoft 365 ES subscription.
You need to implement Shadow IT Cloud Discovery in Microsoft Defender for Cloud Apps.

What can you use as a source for cloud discovery?

Azure AD

(® Microsoft Graph
Microsoft 365 audit log

Logs from a company firewall
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Your company uses Microsoft Defender for Cloud Apps.
You plan to implement Conditional Access App Control for an app named App1 in Microsoft Defender for Cloud Apps.
You need to create a conditional access policy for App1 named Policy1.

Which portal should you use to create Policy1?

Microsoft 365 admin center

Microsoft 365 Defender portal

(®) Azure Active Directory admin center

Microsoft Defender for Cloud Apps portal
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Your company uses Microsoft Defender for Cloud Apps.
You plan to implement Conditional Access App Control for an app named App1.
You create a conditional access policy for App1 named Policy1.

Which section in Policy1 should you configure?

Conditions / Device platforms

@ Conditions / Client apps
Grant

Session
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You have a web app named App1 that is hosted on your company’s on-premises network. The network is isolated from the
internet and located behind a firewall.

You need to publish App1 to remote users by using an Azure AD Application Proxy.

‘What should you allow on the firewall?

(®) inbound connection over HTTP and HTTPS.

bound connection over RDP

outbound connection over HTTP and HTTPS

outbound connection over RDP
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Your company’s Azure AD is configured to send logs to Log Analytics workspace.
You need to query the logs and add an additional column to the result set.

‘Which KQL operator should you use to add the additional column?

print

project

render

(® extend
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You have an on-premises Active Directory forest and an Azure AD tenant.
You are implementing Azure AD Connect cloud sync.
You need to configure Azure AD Connect cloud sync to synchronize an organizational unit named OU1 to Azure AD.

What should you use?

he Azure portal

he Active Directory Sites and Services snap-in

he Active Directory Domains and Trusts snap-

(®) the Azure AD Connect provisioning agent




image21.png
‘Your company has customers that use following services:

« Active Directory Domain Services (AD DS)
« Active Directory Federation Services (AD FS)
« Azure AD Connect

You need to monitor all three environments by using Azure AD Connect Health.

In which environment or environments should you install the agent?

AD DS only
(® AD FS only
AD DS and AD FS only

Azure AD Connect and AD DS only

Azure AD Connect, AD DS and AD FS
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Your company has an Azure AD Premium P2 subscription.
You enforce MFA by using Azure AD Identity Protection for all users.

What is the maximum number of days, after a user sign-in, when users are required to use MFA?
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You have an Azure AD Premium P2 tenant.
You plan to implement Azure AD Identity Protection.
You need to require users to use MFA to sign in to Azure AD.

Which Identity Protection policy should you use?

Multifactor authentication registration policy only

) a Multifactor authentication registration policy or a User risk policy only

) a Multifactor authentication registration policy or a Sign-in risk policy only

(® a Multifactor authentication registration policy, a User risk policy or a Sign-in risk policy
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You have Azure subscription that contains a virtual machine named VM. An app named App1 is installed in VM1.
You need to ensure that App1 can obtain the access token of VM.

What should you create first?

a user account

a security group

a managed identity

(® an enterprise application
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YYou have an Azure subscri

ion that contains the following virtual machines:

« VM1, which has a system a

igned managed identity.
« VM2, which has a user assigned managed identity.

« VM3, which has a system assigned managed identity and a user assigned managed identity.
« VM4, which does NOT have assigned managed identity.

You plan to run an app named AppT in virtual machine.

From which virtual machine or virtual machines can App1 acquire an access token?

VM1 and VM3 only

VM2 and VM3 only

(® VM1, VM2 and VM3 only

VM1, VM2, VM3 and VM4
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YYou have an Azure subscription named Sub1 that contains the following resources:

« A'management group named MG1.
« A resource group named RG1.
« Avirtual machine named VM1 in RG1.

You have Azure role that has following properties:

* Name: Role1
« AssignableScopes: {/}

To what resource or resources can you assign Role1?

Sub1 only
MG1 and Sub1 only

Sub1, RG1 and VM1 only

(® MG1, Sub1, RG1and VM1
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Your company has the following on-premises web app servers:

« Server! that is connected to a network segment that uses the address space 172.16.10.0/24 and hosts a web app named
WebAppT

« Server2 that is connected to network segment that uses the address space 172.16.10.0/24 and hosts two web apps named
WebApp2 and WebApp3

« Server3 that is connected to a network segment that uses the address space 172.16.50.0/24 and hosts three web apps
named WebApp4, WebApp5 and WebApp6

You need to publish all six web apps by using an Azure AD Application Proxy.

‘What is the minimum number of connectors that you must install?
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Your company uses Microsoft Defender for Cloud Apps.
You plan to create a new policy from a query in Microsoft Defender for Cloud Apps.

Which type of policy can you create from a query?

(® Access policy

Activity policy

File policy

Session policy
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Your company uses Microsoft Defender for Cloud Apps.
You need to implement Conditional Access App Control.

Which two policy types should you create in Microsoft Defender for Cloud Apps? Each correct answer presents a complete
solution.

& Access policy
[] oAuth app policy
& session policy

[ Activity policy




image1.png
You have an Azure AD tenant that contains users from your company’s Marketing and Research departments.
You create a user named Admin1.

You need to ensure that Admin1 can manage the users from the Marketing department. The solution must ensure that you can
prevent Admin1 from managing users from the Research department.

What should you create first?

o security groups

(® One administrative unit

fwo management groups

One custom Azure AD role
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You have an on-premises Active Directory forest and an Azure AD tenant.

You plan to synchronize Active Directory to Azure AD by using Azure AD Connect cloud sync.

You need to install the Azure AD Connect provisioning agent.

What should you create in Active

irectory first?

) a security group

(®) a group managed service account

) a user account that is member of the Key Admins group

a user account that is member of the Incoming Forest Trust Builders group
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YYou have an Azure AD Premium P2 tenant.

Your company’s security department is requesting a solution to evaluate risky sign-ins.

You plan to implement Azure AD Identity Protection.

You need to create an Azure AD Identity Protection policy that requires risky users to change their passwords.

Which Identity Protection policy should you create?

User risk poli
policy

Sign-in risk policy

Multifactor authentication registration policy





